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Errata sheet for NIE 2002-IEHC. October 2002: þÿ�!�m�q ��kContinuing
mms for WeaponsofMa.m' Demuodon

Chaggg I

 Pay 7. iilst sub-bullet under first iilll bullet. Replace

With this language:

¢ Baghdadhas mobile facilities for producingbacterial and tmcin BW agents; these
facilities can evade detection and an highly survivable. Within ihxee to six months
these units probably could producean amount ofagcnt equal to the total that Iraq
producedin the years pliorio the Gulfwar.

D85
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NIE 2002-16HC

þÿ�I�r�a�q ��sContinuing Programs
or 68110115of Mass Destruction

(U) This Estimate was approved for publication by the

National Foreign Intelligence Board under the

authority nr! the Director ofCentra| Intelligence.

(U) Preparedunder the auspiocsq¢'Rob¢rrD Walpole,
Mammal .fnrelligenceQyicer {N1T0]forSfraregicand

Nuclear Programs: wmh assismncefv-omPaul Pillar.
A70 for the Near Eos: and Soufh Asia; Lmwvmtc K

þÿ�G�¢ ��r�:�S�l�r�1�'�i�n�.N!0far Science and Tscflnofogy; and

Major Genera! John R. Landry, Nl'0f:>r Canvmrimn!

Military lssuu.

(U) Inquiries may be directed ro the N10 or Srrare lc

and Nuclear Programs

October 2002
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Key Judgments

þÿ�I�r�a�q ��sContinuing Programs for

eapons of Mass Destruction

Wejndge that Iraq has continued its weapom ofmass destruction (WMD)
in defiance of UN resolutions and restrictions. Baghdad has chemical and

hiologiealueapomasweHmnue§leswlthmngesinmmessufUNrmtdcdom;ifkft
unchecked, it probably will have a nuclear weapon during this decade. (See INR
alternative view at the end ol these Key Judgments.)

We judge that we are seeingonly a portion of þÿ�I�.�r�a�q ��sWMD efforts. owing to
þÿ ��sþÿ�v�'�l�g�o�m ��o�mdenial and deception efforts. Revelations after the Gulf war starkly

demonstrate ll-ie extensive efforts undertaken by lraq to deny information, We lack specific
information on many key aspects of lnq*s W`MI) programs.

Slncelmpectlons endetliu þÿ�1�9�9�8�,�1�l�'�B�Q�|�l�$�l�D�l�i�I�l�l�I�I�.�l�D�8�d�l�.�l�B�C�l�I�. ¬�U�1�l�G�l�l�W�E�B�P�O�I�l�$�¢ ��0�f�f�,
ener þÿ�I�l�.�s�n�\�l�s�s�t�i�l�e�p�r ��0�g�r�a�m�,�a�n�d�i�|�1�v�e�s�t�e�d�m�n�r�e�h�e�a�v�i�l�yInbiologieal1reapons;intl1eview
ol' most agencies,Baghdad is reeonallmtlng its nuclear weapons program.

» 1raq'sgrowing ability to sell oil illicitly increases Baghrlatfs capnbllides to finance WMD

progmrns; annual earnings in cash and goods have more than quadmpled,from $580 million
in 1998 to about $3 billion this year.

D Inq has largely rebuilt missile and biological weapons facilities damagedduring Operation
Desert Fox and has expandedits chemical and biological infrastructure under the cover of
civilian production.

0 Baghdadhas exceeded UN range limits of |50 lon with its ballistic missiles and is won-king
with unmanned aerial vehicles (UAVs]. which allow fora mom lethal mea to deliver

biological and, less likely. chemical warfare agents.

0 Although we assess that Saddam doa n|3f.J'\e1have nuclear weapons or stifiicirnt material to

make any. he remains intent on acquiring them. Most agenciesassess that Baghdadstarted

reconsritutingits nuclear program about the time that UNSCOM inspectorsdeparted-
December þÿ�l�9 ��9�8�.

Huw quickly Iraq will obtain its first nuclear weapon depends on

ent weapons-grade fissile material.

0 Il' Baghdadacquiressufficient lissile material from abroad it could make a nuclear weapon
within several months to a year.

þÿ �
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Without such material from abroad. Inq probably would not be able to make a weapon until

2037 to 2009, owing no inexperiencein building and operatingcentrifuge facilities to produce

highly cnrichecl uranium and challenges in procuring the necessary equipmentand expertise.

- Most agenciesbelieve that Sarldanfs personalinterest in and þÿ�I�r�a�q ��saggressiveattempts

no obtain trigh-sn-engtlraluminum tubes forcentrifuga rotors-as well as þÿ�I�r�a�q ��sattempts

to acquiremagnets, high-speedbalancing machines, and machine tools-provide

compelling evidence that Saddam is reconstitrrtir-rgauranium ern-ichmenl elfort for

þÿ�B�a�g�h�d�a�d ��snuclear weapons program (DOB agrees that reconstitution ofthe nuclear

program is underway but assesses that the tubes probably are not pan ofthe program.)

»- þÿ�k�a�q ��s�e�t�T�o�r�t�s�t�o�r�e�-�e�s�t�a�b�l�i�s�h�a�n�d�e�n�h�a�n�c�e�i�t�s�e�a�d�m�o�f�w�e�a�p�o�r�r�a�p�e�r�a�o�n�n�e�l�a�s�w�e�l�i�a�s
activities at several suspect nuclear sites further indicate that reconstitution is underway.

- All agenciesagree that about 25,000 oentriiirges based on tubes ofthe sizaeIraq is trying
to acquirewould be capableaf producingapproximatelytwoweapons'worth of highly
enriched uranium per year.

In a much less likely scenario,Baghdadcould make enoughfissile material for rr nuclear

weaporrby 2005 to 2007 Lflt obtains suitable oerrtrijirgetubes this yearandhas all the other

materials and technologicalexpertisenecessary tobuild production-scaleru-atrium

errriclrmeut facilities.

WeasausthatBaghdadhsabegunrenewedproduetlonufmustard,mrln,GF
),andVX;irscapabi1ityprobablyismorelirnitednowthanitwasatrhetimeofthe

Gulf war, althoughVX productionand agent storage life probablyhave be improved.

A11mmyofc1andedimreporHngruma|a&mBaghdadhaspromredmvetUy&ntypesand
quantitiesof chemicals and equipmentsufficient to allow limited CW agent production
hidden within þÿ�I�r�a�q ��slegithnate chemical industry.

Althougr we have little specific infomation on Ir-aq'sCW stockpile,Saddam probablyhas

stnclreclatleast 100 metric tons (MT) and possibly as much as þÿ�5�t�'�l�)�M ��l ��o�f�C�W�a�g�e�a�1�t�a�-�m�u�c�h
ofitaclded in thelastyeer.

The lraqia have experiencein manufacturing CW bombs, artillery rockets, and projectilea.
We assess that that they possess CW bulk fills for SRBM warheads, including for a limited

numberof covertly stored Scuda, possibly a few with extended ranges.

ejudge that all key aspects-R&D, production, and weapuniraation-
s ve progr°amareactl1reandthatmnate{ementaarela:t'geranrimore

advan|:edtharttb.eywerebeforetheG1|1fwar.

0 Wejudge Iraq has aomelethal and irreapacitatingBW agents and is capableof quickly
producing and weaponizirrga variety of such agents, including anthrax, for delivery by

bombs, missiles, acrial sprayers. and covert operatives.
6
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- Chances are even that smallpox is part of [raiq'aoffensive BW program.

- Baghdadprobably has developedgenetically engineeredBW agents.

Baghdadhas established a large-scale,redundant,and concealed BW agent production
capability.

Iraq malntalnsasmall missile foroennd several development
or a UAV probably intended to deliver biological warfare agents.

Gaps ln Iraqi accounting to UNSCOM suggest that Saddam retains a covert force of up to a

few dozen Scud-variant SRBMs with ranges of 650 to 900 km.

Iraq is deploying its new al-Sarnoud and Ahabll-100 SR.BMa, which are capableof flying
bcyond thc UN-authorized 150-km lunge limit: Iraq has tested an al-Samond variant beyond
|50 km-perhaps as far as SCX)km.

BaghdatfsUAVs could threaten þÿ�l�r�a�q ��sneighbors.US forces in the Penian Guli and 5'
bmnght close ro, or Into. the Unued States, the US Homeland,

- An Iraqi UAV procurement network attempted to procure commercially available route

planning software and an associated topographicdatabase that would be able to support
targeting of the United States. according to analysis of special intelligence.

- The Director, Intelligence.Surveillance, and Reconnaissance.,US Air Fume, does not

agree that Iraq is developingUAVs prunarily intended to be delivery platforms for
chemical and biological warfare (CBW) agents. The small size of þÿ�I�r�a�q ��snew UAV

strongly suggests a primary role of recomraissanoe. althoughCBW delivery is an inlwrent
capability.

Iraq is developingmedium-rangeballistic missile capabilities. largely through foreign
assistance in building specializedfacilities, including a test stand for enginesmore powerful
than those in its current missile force.

|:|Wehavelowonnhdeneehtomabi|itymaosmwhenSaddamwoulduseWMD.
Saddam could decide to use chemical and biological warfare (CBW) prrocmptivelyagainst
US forces. friends, and allies in the region in an attempt to disrupt US war preparations and
ttndermine thc political will of the Coalition.

7
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I Saddam might use CBW after an initial advance into Iraqi territory, butcarly use ofWMD

could foreclose diplomatic options for stalling the US advance.

° I-lc probably would use CBW when he perceivedhe it-ren-iefvnblyhad lost control of the

military and security situation, but we are unlikely tn know when Saddam reaches that point.

0 We judge that Saddam would be more lilocly to use chemical weapons than biological
weapons ern the battlefield.

I Saddam hlslnrlcallyhasmainlained tightcuntroloverthe useofWMD;however,ha

probablyhas provided contingencyinstructions to his commanders to use CBW in specific
circumstances.

Baghdad for now appears to be drawing a line short of conducting temlrist attacks

conventional or CBW against the United States, fearing that exposure nflraql
iuvolvem t would provide Washington a stronger CRE for making war.

Iraq probably would attempt clandmine attacks agalnattha US Homeland if

adfeuedanattacklhatlhrmteneddtesnrvivaloldteregimewereimmlneutor
unavoldahlemrpossfblyfor revenge. Such attacks-morelikelywlthbinlnglcalthan
chanlml agents-probably would be carried oat by special forces ocrintelllgence
operatlves.

0 The Iraqi Intelligence Service (IIS) probably has heendileceed to conduct clandestine attacks

against US and Allied interests in the Middle East in the event the United States takes action

againstIraq. 'llte IIS probablywould he the primary means by which Iraq would attempt to

conduct any CBW attacks on the US Homeland, althoughwe have no specificintelligence
information that Sacldanfs regimehas directed attacks against US merritory.

Saddam, ifsulllmzlently desperate, might decide that only an organization such as

- with worldwide reach and extensive terrorist infrastructure, and already
engaged in a life-on-death sn-uggleagainst the United States-could perpetratethe typeorf
terrorist attack that be would lmpe to conduct.

1 In such circumstances, he might decide that the eottrcrnc step of amisting the Islamist

terrorists ln conducting a CBW attack against the United States would be his last chance to

exact vengeance by taldng n large number of victims with him.

|:]State!IN]l Alternative View of Iraq s Nuclear Program

continues to wan! nuclear weapons and that available evidence mdrcames that Baghdad is

pursuutg at least a lumted effort DO maintain and acqtlite nuclear weapon-relatedcapabtlttmes
The acttvmes we have detected do not, however add up to a compelling case that Iraq is

currently pursuing what INR would consider to be an lntugratnd and @|'T1Pl'U|'l¢I1$lV¢approanltE0

(continued on next - ge".

' J

The Amlstant sensory ot'Stame for mmmgenee and Resemn (mn) believes um
1 Ji = |
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lcnmimred ...l |:|Slatell`NR Alternative View

acquirenuclear weapons. lraq may be doing so but INR considers the available evidence

`nudequureto support such ajudgment. Intcking persuasive evidence that Baghdadhas launched

rl coherent effort to reconstitute its nuclear weapons program INR is unwilling to speculatethat

such an effort began soon after the departureof UN Inspectors or to project a trmelme for the

completion of activities it does not now see happening. As a result INR is unable to predict
when Iraq could acquire a nuclear device or weapon.

ln l.NR 3 view Iraq S efforts ID 2£ql1i1'Ealuminum tubes is eentral to the argument that
þÿ � is reconsnluhn-g us nuclear weapons program but INR 15 not persuadedthat the tubes

rn questionare intended for use as oenmfugerotors. INR accepts the Judgmentof techmcal

experts an the U S Departmentof Energy (DOE) who have ooncluded that the tubes Iraq seeks to

acquireare poorly suited for use in gas oenrrifugesto be used for uramum enrichment and finds

unpersuasivethe arguments advanced by others to make the case that they are intended for that

purpose INR considers lt Ear more likely that the tubes are intended for another purpose mos

likely thc production ofartrllery rockets. The very largequantiucs bcmgsought,the nay the

tubes were tested by the Iraqls and the atyplcal lack of attenuon lo operationalsecurity ln the

procurement elTorts are among the factors, m addition to the DOE assessment that lead INR to

conclude that the urbcs are l1DlIl1l¢Tld¢Cl for use m Ira s nuclear w = n ; 1

QU) Confidence Levels for Selected Key Judgmentsln Thls Estimate

2| High consume

Iraq IS conlmumg. and In some areas expanding. IIS chemical biological þÿ�t�1�L�t�C�l�o�e�m �and missile

programs contrary to UN rcs-olutlons

We are not þÿ�d ¬�l�¢�C�l�l�l�l�gportions of lhese weapons programs

lruq possesses P|'U5CI'l&dchemical and brologrcalweapons and missiles.

Iraq could make a nuclear weapon rn months to a year once it acquires suhicrent weapons

gradelisstle malenal

Moderate Conildenee

I Iraq does not yet have a nuclear weapon or sufiiclent matenal to make one but 15 hitely to

have a wcapon by 21lJ'/` ro 2009 (See INR altematrve vrcw page 84]

Low Cmrfldeuee

o When Saddam would use weapons of mass destrucuon

1 Whether Saddam would engage þÿ�1�l ��lclandestine attacks agamst the US Homeland

4 Whether m des erauon Saddam would share chemrcal or biological weapons wrth al Qa Ida
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Uranium Arquisirion. Iraq retains

approzumatelytwrrand-a-lralf Inns of 2.5

pammt mn-iched uranirmr oxide, which the

IAEA pem1its_'Ihis low-enriched material

couldbcusedasfeedmaru-ia.l Loprudnoe
enoughHEU for about two nuclcsx weapons.
The use ofenrlchcd feed material also would

mduce the initial numberaf oentrifugesthat

Baghdadwould Mod by about bali Iraq
could divert this matearial-lhe IAEA inspects
it only once a year-and enrich it to weapons
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gradebefore a subsequentinspection
discovered it was missing.The IAEA last

inspcclndthis rn.ar.erl.-alin late January2002.

Iraqhas about

meme tons ye
' md low-

enriched uranium at Tuwailha, which is

inspectedannually by the IAEA. Iraq also

beganvigomusly trying to þÿ�} ��l�t�`�0�C�,�1�.�'�I�.�l ��¢uranium

ore and yellowurkeiSrquiring either would

shorten the time Baghdad needs to prodnoe
nuclear 1-velpntrls.

0 A foreign government service reported
that as ofearly 2001, Nigerplannedto

send several turns þÿ�o�f ��p�u�r�euranlrmr"

(probably yellowcake) no Iraq. As of

early 2001, Niger and Iraqreportedly
were still working out arrarrgements for

this deal, which could be for up bo 500

tons ofyellowcake. We do not know the

stalus of this a.rrangemenL

I Reports indicate Iraq also has sought
uranium ore from Somalia and possibly
the Democratic Republic of the Congo.

We cannot ounlirm whether Iraq
in acquiring uranium oreantlror

ycllowcake from these sourc . Reports
suggest Iraq is shifting from domestic mining
and milling of uranium to foreign acquisititm.
iraq possesses significant phosphatedeposits.
from which uranium had been chemically
extracted before OperatiornDesert Storm.

Intelligence information on whether nuclear-

rcluled phosphatenliuing andfor processing
has been recslablishud is incomclrrsive,
however, '

þÿ ��l�U�)�»�r�e�f�!�l�|�¢�¢ ��l�f�o�r�l�l�t�:�|�f�|�:�|�1�|�1�|�r�a�l�1�.�t ��8�.�|�l�.�i�'�t�|�.�|�|�L
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(U) AnnexA
 

(U) þÿ�I�r�a�q ��sAttempts to Acquire Aluminum Tubes
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